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Line Outage Detection Using Phasor Angle
Measurements
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Abstract—Although phasor measurement units (PMUs) have
become increasingly widespread throughout power networks, the
buses monitored by PMUs still constitute a very small percentage
of the total number of system buses. Our research explores
methods to derive useful information from PMU data in spite of
this limited coverage. In particular, we have developed an
algorithm which uses known system topology information,
together with PMU phasor angle measurements, to detect system
line outages. In addition to determining the outaged line, the
algorithm also provides an estimate of the pre-outage flow on the
outaged line. To demonstrate the effectiveness of our approach,
the algorithm is demonstrated using simulated and real PMU
data from two systems—a 37-bus study case and the TVA control
area.

Index Terms-- phasor measurement units, line outages, event
detection

. INTRODUCTION

ITH the increasing loading of the power system, along
with the massive inter-area transfers enabled by the
deregulation of the 80’s and 90’s, there is a clear need to have
reliable information about both the local system and external
systems. Tellingly, four of the six major North American
blackouts were due in part to a lack of situational awareness
[1]. Although there is a clear need for sharing of information,
there is limited real-time sharing of SCADA or state estimator
information in the United States [2]. However, as phasor
measurement units (PMUs) [3] have been deployed
throughout the North American power grid, there have been
significant efforts to ensure that PMU data is shared between
all interested parties [4]. Because PMU data is more widely
available in near real-time than other power system
measurement data, it can provide unique insights into the
global operation of the grid. However, in order to gain any
advantage from this new information, new techniques must be
developed to take advantage of the wealth of information that
PMUs provide.
Extensive research in applying PMU information to
improve situational awareness has been conducted since their
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introduction, including applications in state estimation [5]-[7],
dynamic security assessment [8]-[10], and visualization [11]-
[13]. A Kkey aspect of situational awareness in the power
grid is the knowledge of transmission line, transformer, and
generator statuses. In fact, this information is the major
component of the data shared via the NERC System Data
Exchange (SDX) [14] . However, the SDX may contain out
of date information because updates are only required on an
hourly basis [15]. To improve operators’ knowledge of grid
conditions, particularly in the short term, a method is
proposed for quickly detecting line outages throughout an
electric interconnection based on changes in phasor angles
observed at a limited number of buses.

Il. PROBLEM FORMULATION

The problem addressed is the detection of system events
using only PMU data, transmission line and transformer
parameter data, and system topology information. One key
assumption made is that the fast system dynamics are well-
damped and that the system settles down into a quasi-stable
state following a system disturbance. Furthermore, although
the power flow solutions to the system before and after the
event do not take into account system dynamics, it is assumed
that the power flow solution after the event will closely match
the system values measured after the fast system dynamics
have damped out [16].

After the system transients damp out in response to the
event, the phasor angle differences at the observable buses in
the system with respect to their pre-event values must be
determined. Once the changes in angles at each bus has been
determined (denoted as the K-dimensional vector A,

where K is the number of phasor angles observable using
PMUs), the following optimization problem is solved:

E* = ar%min ||A()Observed —f (E)" 1)
=23
where & is the set of events to be checked for occurrence, and

f (E) is a function which relates an event E to the changes in

angles caused by the event. Fig. 1 provides a visual depiction
of (1), although (1) is K-dimensional while the figure is only
2-dimensional. In this figure, the changes in angles due to the

non-minimizing events, f(EH) are colored gray and the

angle change vector from the best matching event, f (E) , 1S
shown in black.
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Fig. 1. Determining the event which best matches the observed angle changes

I1l. DETECTING EVENT OCCURRENCE AND EXTRACTING
ANGLE CHANGES

In order to evaluate the possibility of an event having
occurred on the system, it is first necessary to determine the
quasi-steady state changes in measured phasor angles,
A0 ..o - The phasor angle measurements at bus i is referred

to as 4, [n] where n is the nth sample of the phasor angle.

Because only the quasi-steady state angle values are of
interest, rather than the total dynamic response, any fast
oscillations in the phasor angles must be filtered out, along
with any other noise present in the measurement signals.
Therefore, the original angle measurements are filtered with a
low-pass filter having a cutoff frequency of 0.2 Hz; the output
of this filter is named 6, .. [n] for the phasor angle

measurements at bus i. An example measurement, along with
the low-pass filtered form of the measurement, is given in Fig.
2. This is the same filter method used to show PMU data in
[17]. As shown in Fig. 2, the filter eliminates much of the
noise in the signal and also the 0.5-3 Hz oscillations typically
seen after a line outage. Once the phasor angles have been

low-pass filtered, a “candidate” signal A6, . gee[N] 1S

constructed for each bus i:

AHi,candidale [n] = gi,LPF [n] - Hi,LPF [n - Ntrans] (2)

where N, is a parameter chosen so that the transition

portion of the angle change due to the outage (see Fig. 2) is
skipped; for the examples presented in this paper, where the
sampling frequency is 30 samples per second, N is set at
40 samples.

In order to detect whether an event has occurred, a method
commonly used in edge detection [18] was adapted for our

purposes. Initially, the candidate signal |A6), g [0] is

trans

compared against a threshold value 7 for the angles measured
on the system. After detecting a value of |A6 e [Moiia

that is greater than the threshold value for any bus i,

Low-pass Filtering of Phasor Angle Measurements
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Fig. 2. Low-pass filtering of phasor angle measurements with noise and
oscillations

|A9

i,candidate

[n]| is processed for n >y, until |A6) e [N]
begins to decrease. A decrease in |A49iycandidate[n]| implies that

the maximum of |A6, ... [N]| has been reached and the

A0, ... Vector is then constructed. The pseudocode for this
“hill climbing” procedure, visualized in Fig. 3, is as follows:

if |A9i,candidate [n]| >ratn=n,,., foranyi,
e L
A2‘9i,candidate =©
while <A2‘9i,candidate 2 7)

: ©)
AZai,t:andidate = Slgn (Aai,candidate [nmax ]) x

(Aei,candidale [nmax +1] - AHi,candidate [nmax ])
If <A29i,candidate > 0) then
Ninax =Mimax +1

where y is a parameter which allows very small decreases
(for the examples presented below, y was set to 0.05 degrees)
in the midst of continuing increases when determining the
maximum value of A6, ., [n]| occurs. After n, has

been determined according to (3), the observed angle change
vector is determined:

A el,candidate [nmax ]

Ae — Aez,candid.::lte [nmax]

observed

(4)

A HK ,candidate [ r]max ]

Peak detection and determination of the steady state
angle change vector

angle

" > sample
”iumm’ n

may

Fig. 3. Peak detection and determination of the observed angle change vector
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The threshold value = must be chosen with care, because
setting the threshold value too high might result in missing
events that only result in small angle changes, whereas
choosing a threshold value which is too low could result in
misclassification of noise as an event. Based on analysis of
both real and simulated PMU data during line outage events, a
threshold of 0.5 degrees was found to be a good compromise.

IV. SINGLE LINE OUTAGE DETECTION ALGORITHM

A. Analytical basis for line outage detection using quasi-
steady state angle changes

If & is restricted to a set of single line outages on the
system, then the problem defined in (1) becomes:

line outaged I =

()

argmin (min (X~
left2,..,.L} \ R

— deltaAngles, (P )||)

where L is the number of lines in service before the event is
detected and deltaAngles, (R ) is the calculated change in

angles that would occur for a pre-outage flow of P, on line I.
Because P, is allowed to vary in order to achieve the best
match in observed and calculated angles, a unique solution of
(5) requires that each line outage be distinguishable from the
outage of other lines regardless of the pre-outage flow on each
line.

Solution of (5) requires the ability to relate the pre-outage
flow on a line | to the observed angle changes on that line if it

were to be outaged (represented by deltaAngles (P)). A
simple expression for deltaAngles, (P ) is obtained if the dc

power flow equations are used. Consider the relationship
between changes in power injections and angles based on the
dc power flow assumptions:
AO =BAP (6)
where A0 is the changes in angles at all system buses due to a
change in power injections of AP. The B matrix used here
can be determined using line status information a source of
system-wide topology data such as the NERC SDX.
When the dc power flow equations are used, the effect of
the outage of a line | can be approximated by a power transfer

I5I between the line’s “to” bus I, and it’s “from” bus lxom [19].

The transfer amount can be determined from the following
equation:

R
1+ PTDF,

1 from —ho

R = (7)
where P, is the pre-outage flow on line | defined as positive if
flowing from lgop, to 1, and PTDF, is the power transfer

distribution factor (PTDF) relating the change in flow on line |
due to a transfer from lgon to Iy, [19]. If the power injection I5,

is imposed on the system, then a change in angles occurs at all
buses. To distinguish the observable angles from the
complete set of angles at all buses, a K by N matrix K is
introduced:

K:|:IK><K 0K><(N—K):| (8)
where K is the number of phasor angles observable from the
PMUs, N is the total number of system buses, I, is the K x

K identity matrix, and 0 is a Kx(N-K) matrix of

zeros. The set of angle changes at the observable buses,
which is denoted as A6 is then found by applying

calc,| ?

Kx(N-K)

equation (6):

0
Aeflalcl =KB™ F~>I~ <_Im
' —B |« lion

0
0

=PKB™* Lk 9)
-1l
0

= PAO

calc,|

As shown in (9), the changes in angles are linear with
respect to P, ; therefore, the calculated changes in angles for a
particular pre-outage flow on line I can be written as a scalar
P multiplying a constant vector AO In turn, (5) can be

cale,l *
rewritten with deltaAngles, (P ) replaced by the appropriate

scalar-vector product:
line outaged I =

observed I:’IA(-)caIC,I

argmin (mﬁin ||A0 ) (10)

lefL2,...L}

The optimization given in (10) can be performed very
quickly using dot products. To see why this is the case,
consider two vectors a and b. From linear algebra, it is
known that the projection of b onto a, proj,b, is the vector

that minimizes b - ka, where k is allowed to take on any value
[20]. The formula for calculating proj,b is:
L argmin||b —kal|
a-a K (11)
proj,b =ka
Comparing equations (10) and (11), the inner minimization of
(10) can be rewritten as:

F~,* _ Aeobserved 'Aecalc,l
= ~ =
Aecalc,l 'Aecalc,l (12)
mﬂin ||Aeobserved - ISIAécaIc,I = ||A90bserved - ISI*Aécalc,l

The inner minimization can then be eliminated and the
complete minimization rewritten using dot products:
] (13)

line outaged I =

Aeobserved : Aécall:,l Qa
Aeobserved - Aé Aé ABcalc,l
calc,|

calc,|

arg min{
lef1,2,...,L}
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Because A@,,..., isa fixed vector and A@_,_, is scaled by

observe
the optimal value to minimize the differences in observed and
calculated angle changes, the closeness of fit between the
changes in angles due to the outage of line | and the observed
angle changes is due to the direction associated with each
vector. To quantify this relationship, a normalized angle
distance metric for a given line I, NAD,, is defined as follows:

calc,

Aeobserved A(;calc,l

"Aeobserved " ||A6

calc,|

NAD, = min (14)

Ae AécaIc,I

observed

"Aeobserved " ||Aé

Fig. 4 shows the NAD metric and how it relates to the
normalized observed and calculated angle changes. As shown
in the figure, the closer the direction of the observed and
expected angle change vectors, the closer the NAD value
should be to zero. The minimization in the definition is

needed to account for fact that P"can be either positive or
negative.

calc,|

AD .

~

A
|a0

observed

observed

Fig. 4. Normalized angle difference (NAD) metric

B. Basic algorithm definition

In order to detect a line outage, identify the outaged line,
and determine the pre-outage flow on that line, the following
basic algorithm can be used:

1. Determine whether an outage has occurred by
filtering the phasor angles and checking for a
change in angles greater than or equal to 7.
When a qualifying change is detected, proceed to
step 2.

2. Determine the observed angle change vector
A .nea USING (3) and (4).

3. For each line I:

a. Calculate A@,, using (9).

b. Calculate P" using (12).

c. Calculate the error between the measured
and expected angle changes for the
outage of line | using (12) and the results
from steps 3a and 3b, then store the
calculated error value in the indexed

array AngleError:

AngleError, = ||A9 ~P'A0

observed calc,| (15)

4. Determine the line |”that was outaged by sorting
AngleError:

I” = argmin AngleError, (16)
|

5. Determine the pre-outage flow on the line which
best fits the observed angle, Plf, using (7) and the

results from step 3b:
Py =B (1+PTOF. . )

I vl(rom ’lto

(17)

C. Computational complexity

To calculate the angle change due to the outage of a line |
using (9), the B matrix must be factored using LU
decomposition [21]. This is the most expensive operation in
the algorithm, but it only needs to be performed once per

change in topology. Once B is factored, A® can be

calc,|
quickly computed using forward and backward substitution.
Outside of step 3a, the algorithm requires only addition and
dot products with vectors of dimension K and a sort operation.

D. Algorithm issues

The algorithm as defined in the above section is subject to
several possible errors. First, the conditions under which the
dc power flow equations hold (low impedance lines, small
angle differences across lines, and near-nominal voltages) are
necessary in order to treat the power system as a linear
system. Because in a real system these conditions are never
completely satisfied, error is introduced into the calculation of
AD,., and P’ [22]. As a result, the calculated error values

from (15) may not accurately reflect the true relationship
between the outage of line | and the observed angle changes,
which could lead to inaccurate line rankings.

Another possible error source is in the determination of
AO o - Ideally, AO, . .. would correspond precisely to

the quasi-steady state angle changes due to the line outage.
However, errors in A@,.., can be caused by inaccurate

instrument transformers, analog-to-digital conversion, and the
determination of A@,,,.., based on (3) and (4).

Still another possible problem arises when multiple lines
cause similar changes in phasor angles at the observed buses.

Because optimal scaling is performed on the Aécalc,l vectors,

observe

any lines a and b such that the normalized dot product is close
tol,i.e.,

A
. ~l:alt:,b ~ 1
[0

| AO
[lad

calc,a

(18)

calc,a calc,b

are hard to distinguish with regard to the algorithm. One
obvious example where (18) would be true is if the lines a and
b are parallel lines in the system. Although the case of
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parallel lines being indistinguishable is unavoidable, if (18)
holds for non-parallel lines, then PMUs must be added to the
system in order to ensure that line outages are distinguishable.

E. Algorithm with heuristics and extended reporting

Considering these complicating factors, modifications were
made to the algorithm to aid in correct detection of the
outaged line. The first modification is based on the
observation that a line which requires a pre-outage flow
exceeding the known line limit is most likely not the outaged
line. For example, if the pre-outage flow on a line would have
to be 100 GW in order to get the observed angle changes and
the line’s rating is 500 MW, that line is probably not the
outaged line. Therefore, lines with pre-outage flows above a
cutoff value are removed from consideration after step 3. For
the examples given below, the cutoff was set to twice the line
rating or 5 GW if a line limit was not known, although for a
real system it is likely that these limits would be known for all
lines of interest.

In addition to this refinement, the pre-outage flows
calculated using (17) are presented along with line rankings.
This allows the user to apply engineering judgment in
deciding if pre-outage flows are reasonable. This
modification requires that step 4, which initially provided only
the most likely line to be outaged, be replaced by a set of steps
which returns the X most likely lines to be outaged:

4'. Forrank=1toX
a. LineRanked

I*

rank

=argmin AngleError,
|

rank
b. AngleError. =-+o0
rank

With this modification, the line returned in step 4 of the
original algorithm is LineRanked,. To construct the tables of

results given below in the examples, X was set to five.
Additional knowledge, such as known direction of flow, could
also be easily incorporated into the algorithm.

V. EXAMPLES

In order to gauge the effectiveness of our algorithm, the
algorithm was tested on two systems—a 37 bus study system
and the Tennessee Valley Authority (TVA) control area—
with simulated and real data, respectively.

A. 37 bus study system simulated outage

To ascertain the ability of the algorithm to correctly detect
and identify line outages, the algorithm was tested using a 37
bus, 9 generator system with an average R/X ratio of 0.378
taken from Example 13.9 in [24]. The generators were
modeled as round rotor machines with quadratic saturation
using an IEEE Type 1 exciter. A oneline diagram of the
system is provided in Fig. 5. To examine the performance of
the algorithm, dynamic simulations were run using
PowerWorld Simulator to simulate the PMU data that would
be obtained after the outage of the SAVOY138-JO138 line,
indicated in Fig. 6. Before the outage, the power flow on the
line is 73 MW from JO138 to SAVOY138.

The system was simulated with PMUs located at buses
TIM138, SLACK345, and LAUF69 (see Fig. 6). The

5

simulated phasor angles at the TIM138 and LAUF69 buses,
with SLACK345 used as the reference bus, are shown in Fig.

N -

o |}_

™ e

SAVOY138-JO138
Fig. 5. Oneline diagram of 37 bus study system

—_— TIM138 SLACK345

—— LAUF69

SAVOY138-JO138

Fig. 6. PMU configuration and outage location for 37 bus test system

Simulated PMU angle measurements, referenced to SLACK345 bus

—0

TIM138

9L!\UF 69

~35 4

bus voltage phasor angle (degrees)

-5

time (seconds)
Fig. 7. Simulated angle measurements for the 37-bus system outage

Table | shows the results of running the algorithm with
these bus angle measurements. The correct line is detected,
and the calculated pre-outage flow on the line is only 5%
away from the correct pre-outage flow value. Also, the NAD
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value for the correct line is 0.003, whereas the line ranked
second has a much greater NAD value (0.023). Therefore,
with only three PMUs on a 37 bus system, the algorithm
accurately detects the line outage.

2 RAY138-BOB138 92 0.033
3 BOB138-BLT138 253 0.033
4 BLT138-BLT69 253 0.033
5 JO138-LAUF138 82 0.046

TABLE |

37 BUS SYSTEM RESULTS USING SIMULATED MEASUREMENTS

Rank Line Pre-outage NAD
flow (MW)

1 JO138-SAVOY138 69 0.003

2 RAY138-BOB138 90 0.023

3 BOB138-BLT138 247 0.023

4 BLT138-BLT69 247 0.023

5 JO138-LAUF138 80 0.036

The angle values used in determining Table | were taken
directly from the dynamic simulation without any noise added
to the signal. To see the effects of noise on the algorithm,
zero mean Gaussian noise with a standard deviation of 0.1
degrees was added to the simulated phasor angles. The angle
measurements obtained are shown in Fig. 8, and the results of
running the algorithm with these measurements are given in
Table Il. The difference between the calculated pre-outage
flow value and the correct value is 3% for the results based on
the noisy measurements, which is an improvement over the
noiseless measurement result. One possible explanation for
this is that the addition of Gaussian noise cancels out some of
the oscillations. The NAD value, however, has gone up
significantly, from 0.003 to 0.013. This is still a low value,
but it does show that the presence of noise in the angle
measurements can have a negative impact on the estimation of
the steady state angle differences and result in a higher NAD
value.

Simulated PMU angle measurements with noise added, referenced to SLACK345 bus
—-2.5 9

i Ol imi3s

9L;”\UF69

bus voltage phasor angle (degrees)

time (seconds)
Fig. 8. Simulated angle measurements for the 37-bus system with noise added

TABLE Il
37 BUS SYSTEM RESULTS WITH GAUSSIAN NOISE ADDED TO MEASUREMENTS
Rank Line Pre-outage NAD
flow (MW)
1 JO138-SAVOY138 71 0.013

B. TVA 500 kV line outage with real PMU data

The following example details the performance of the
algorithm using real PMU data during a line outage in the
TVA control area, with a system model consisting of 7013
buses. Real data is being shown in this example; however,
due to data confidentiality issues, detailed bus and line
information is not provided.

State estimator case files were used to construct the

B matrix. The event analyzed in this example is the outage of
a 500 kV line carrying (according to a state estimator case)
1072 MW. On the system, there were seven PMUs deployed,
each providing data at 30 samples per second. One of the
buses for which PMU data was available was chosen as the
reference bus. The angle measurements from the other buses
were then subtracted from the reference bus angles.

Measured PMU data on the TVA system before and after a line outage

E e1
10 0
o 2
¢ s —¥— 93
o
@
k) —=—0 4
@
o
5 —— 95
: 6
]
5 = 6
@
o
E
2 -10
w
=
o
-15
-20 v T T . T r s
0 10 20 30 40 50 60 70

time (seconds)
Fig. 9. Line outage PMU measurements on the TVA system before and after
the line outage

Fig. 9 shows the referenced PMU angle measurements
before and after the line outage. Clearly, there is a significant
steady state angle change in several of the PMU
measurements, particularly for 6, 6,, 6, and 6,. Also,

note that there are oscillations and noise in all of the angle
measurements. However, once the low-pass filter described in
the above section is applied, much of the noise and
oscillations are removed. As an example, Fig. 10 shows how
low-pass filtering attenuates both the noise and low frequency
oscillations in the angle measurements &, .
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The effect of low—pass filtering of angle measurements

i
§
h

b

N

bus voltage phasor angle (degrees)

BN

8

0 10 20 30 40 50 60 70
time (seconds)
Fig. 10. Effect of low-pass filtering on real phasor angle measurements

Using the procedure given in (3), A@,,...; Was calculated
and the following values were obtained:

A6 [ 455°]
AB, | |-0.06°
Ao, A6, |_| 012° 19)
AG, | | —2.24°
A6, | |-2.11°
AG, | |-1.90°]

After A@,..., Was determined, the algorithm was run to

predict the outaged line along with the pre-outage flow. The
results from the algorithm are shown in Table Ill. The
algorithm correctly determines the outaged line, referred to by
the identifier 1466. Also, the pre-outage flow calculated by
the algorithm, 1058 MW, is only 1% different from the state
estimator value of 1072 MW. Another key feature of the
results shown is that the NAD value for the correct line, 0.015,
is significantly lower than the 0.311 NAD value for the line
ranked second.

TABLE Il
ALGORITHM RESULTS FOR TVA SYSTEM LINE OUTAGE

Rank | Line Pre-outage flow NAD
ID (MW)

1 1466 1058 0.015

2 4801 2722 0.311

3 1708 1087 0.524

4 3118 4870 0.570

5 1625 891 0.630

Because one of the angle measurements, 6, , is taken from a

terminal bus of the outaged line, it is also interesting to see
how the algorithm performs when this angle measurement is
removed. With this angle removed, A@,,..., Was determined

to be:

(A6, [-0.06°
A, 0.13°
AO,,. =| A, |=|—2.29° (20)
A, | |-2.21°
A6, | |-1.99°

As shown in Table 1V, the algorithm still correctly detects
the outaged line and determines the pre-outage flow with only
a 1% difference from the state estimator flow value on the
line. The main difference between the results in Table 11l and
Table 1V is that the differentiation between the NAD values of
the correct line and the line ranked second is much smaller in
Table IV. This indicates that increasing the PMU information
available allows for better differentiation between outaged
lines. One other point of interest is that the line with identifier
1685 shares a bus with the correctly outaged line; therefore, if
these results were visualized on a one-line display, the method
presented here would still be a useful indicator of where the
outage occurred in the system even if the rankings were
switched.

TABLE IV
ALGORITHM RESULTS FOR TVA SYSTEM LINE OUTAGE WITH TERMINAL ANGLE

MEASUREMENT 91 REMOVED

Rank | Line Pre-outage flow NAD
ID (MW)

1 1466 1082 0.013

2 1685 750 0.033

3 2622 4703 0.038

4 2614 4769 0.038

5 1684 1084 0.066

VI. CONCLUSIONS AND FUTURE WORK

The satisfactory performance of the algorithm with both
real data and simulated data on large and small power systems
indicates that it is possible to use PMU data, even when
coverage is extremely limited, to detect system events. The
results also indicate that knowledge of topology changes
outside of the local control area could be obtained by using
data which is currently available on the North American
power grid. In addition, the presence of measurement noise
and oscillatory behavior does not have a catastrophic effect on
the algorithm’s performance. Therefore, this algorithm can
currently provide a robust way to increase operator awareness
of line statuses throughout an electric interconnection.

One of our goals in future research is to expand the event
types detected to include sequential and simultaneous multiple
line outages along with generator outages. We are also
interested in exploring the usage of phasor magnitude and
frequency data, as these data values are unused in the current
event detection algorithm. Finally, because the research thus
far has shown that incomplete PMU coverage can be used in
event detection, we are investigating ways that limited PMU
placement can be optimized in order to detect events of
interest.
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